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NETWORKING

Benefits of networking
multiple stations:

*  ‘Real time’ transaction duplicate
checking

*  Near ‘real time’ transaction
monitoring

*  Messaging between stations and
BackOffice

*  Automatic processing of
redundant Manager and
transaction functions

*  ‘Real time’ Date, Time, and Meal
Planning (A-la-carte only)
synchronization of all on-line
stations

*  Virtual ‘real time’ graphing of
time and transaction numbets

SMART CARD FOODSERVICE
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Automation:

Data collection begins at each
WorkStation. Data is then
available for monitoring,
reporting, or uploading to a
legacy system. Provides for a
‘paper-free’ ot ‘near paper-free’

environment.

Smart Card Foodservice is
configurable to capture data on
21 types of personnel categories,

System Interfaces:
+ AFMIS (Army)

* FSM (Navy)

+ MCFMIS (Marines)
« USMC DFAS

« Data Management
« Data Monitoring

* Messaging

« Electronic Reports

Smart Card BackOffice

(Server) Legacy System

14 meal types, 3 meal
entitlements, up to 20
wotkstations, and 1 central and 9
branch dining facilities.

Produces Daily, Cash, Duplicate,
Manager Meal Modifications,
Voids, Overrides, and
Verification reports.

LEGACY SYSTEM INTERFACES:

AFMIS (Army)
FSM (Navy)
MCFMIS (Marines)
USMC DFAS
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DATA MANAGEMENT

BackOffice Application

The BackOffice application provides
an interface in the following areas
based on a networked or
non-networked connection:

* Near “Real time” Transaction
Monitoring

* Critical Element Synchronization's
Shared Data Management

* BackOffice-to-Station Messaging,

and vice-versa

* Manager (FSO) control of critical
data such as pricing, meal
planning, etc.

* Monitor Daily Totals

* Prevent Duplicate SIK/RIK
Transactions

* Archive data from one or more
Stations; produce reports on Cash
Payment, Meal Verification,
Recapitulation, etc. from current
and archived data.

* Auditing of Archived data

DATA FLOW: WORKSTATION
& BACKOFFICE
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Wardroom Interface

NETWORKED:

Data management is performed through the BackOffice interface.

Data/Station monitoring is available. Data centralization and legacy

interfaces are automatically performed.
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STAND-ALONE:

Data management is performed on each station. Data
centralization is performed through sneaker netting.




MEAI PROCESSING

Smart Card Meal
Processing

Meal processing generates an
clectronic headcount of each diner.
A Smart Card is inserted into a card
reader. The card is read and the
information is stored in the
application’s database. Based on the
application’s selected configuration,
the meal process can be as simple as
inserting and removing a smart card,
or as in depth as tracking cash
transactions.

Accounting

The application supports the
following types of accounting for
Smart Card, Non-Smart Card or
Group meal processing:

* Cash Transactions

* Credit Based

* Payroll Deduction

* Rations-In-Kind (RIK)

* Basic-Allowance-Subsistence
(BAS)
* Basic-Allowance-Subsistence with-

Surcharge (BAS/SC)

* Basic-Allowance-Subsistence-
Discounted (BAS/DS)

* Subsistence-In-Kind (SIK)
* Navy Wardroom (1046¢)
* Navy Wardroom (10462)
* Holiday Meals

* Gain Day (International Date
Line)

DINERS WITHOUT SMART
CARDS & GROUP PROCESSING
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A Group Meal or Non-Smart
Card meal process requires the
manual entry of data associated
with the attending diner. Diner
specific data entered is reviewed
at the bottom of the display
screen and the meal is processed
when accepted by the reviewer.
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[ Enter Mumber af Diners
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Salect Munl Entitlermant

Gnline Help

Diner information includes:

* Select Category for Branch of
Service

* Name of Diner or Sponsor
* Dinet’s Meal Entitlement
* Diner’s SSN

* Sponsor Category



MEAI. CILASSIFICATION

FoodSetvice promotes standard
interfaces for non-a-la Carte, a-la-
carte, turnstile, credit and wardroom
dining environments. Each
application interface records,
monitors, and reports transactions
by the meal type and facility.

Non-A-La-Carte

Non-A-La-Carte is the (whole) meal
processing application used to
generate an electronic transaction of
all diners and all meal types at a
specific facility.

Non-A-La-Carte performsthe meal
processing. It is equipped to
produce and export reports as well as
provide the tools for changing meal
requirements. Includes US Navy
shipboard for Wardroom (1046) and
General Mess transaction processing.

A-La-Carte

A-La-Carte is the (setve individual
items) meal processing application
used to generate an electronic
transaction of all diners and all meal
types at a specific facility. Itis
equipped to produce and export
reports as well as provide the tools
for changing meal requirements such
as menu planning,
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MEAIL CILASSIFICATION (coxn

Wardroom

The Navy Wardroom interface
consists of two system applications
as described below.

POS Application

The Wardroom point-of-sale
application tracks both individual
meal sales while in port and for
automatic underway membership
meal population. Automatic
Underway Meal Population
(AMP) /iterally means that almost no
data input is required while
underway — even new riders added to
the system are processed using AMP.

BackOffice Application

The BackOffice application provides
an interface in the following areas
based on a networked or
non-networked connection:

e Near “Real time” Transaction
Monitoring

e Manager (FSO) control of
critical data such as pricing,
membership record keeping, etc.

e Monitor Daily Totals

e Archive data from one or more
Stations; produce reports on
1046e, Monthly Mess Bill, ‘Real
time’ Individual Mess Bill, Cash
Payment, Meal Verification, and
Recapitulation from current and
archived data.

e Auditing of Archived data

* See Wardroom Pamphlet for More

Information.

{Smart Card Foodservice Wardroom - In Port)
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Smart Card Foodservice

FOREIGN DINER

(NOT OPERATIONAL WITH CAC)

Foreign Diner Setup

* Tracks foreign diners by country

* Selectable option during the initial
installation of the application

* Option available for change from
within the application

Foodservice A-La-Carte
or Non-A-La-Carte
Application Setup Option

Enables the
tracking of
foreign diners
by countries as
selected by the
Foodservice
Manager.

Select countries,
which the dining
facility expects to
serve

Enables the
tracking of
foreign diners
by countries
selected by the
FoodSetvice
Manager.

Select countries,
which the dining

facility expects to
serve
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Manager empowered users have access through the application’s menu
to enable or disable the Foreign Diner tracking. Selecting one or more
countries expected to have serving dining facilities automatically enables
the tracking feature. When no countries are selected, the tracking
feature is automatically disabled.

TRACKING PATRON’S
FOREIGN COUNTRY

Information
&
country



Smart Card Foodservice

MANAGEMENT CONTROL

Management Functions

Management Functions are enabled
once Smart Card Access is gained. A
few of these functions are:

* View snapshots of headcount data
from combined stations

* View detailed data from individual
stations

* View and print transaction reports
* Configure the application
* Register managers

* Configure meals, prices and meal
times

* Select dates when holiday meals
are served

* Regulate meal time reminders and
their frequency

Control auto transaction update
values

Managqgerial Access

On completion of Smart Card
Access, access to the manager
functions from the toolbar or menu
is available.

MANAGERIAL ACCESS:
CLIENT WORKSTATION
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To access manager-specific functions, the user must have manager’s
privileges and log on to Foodservice with a manager’s Smart Card.
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REPORTS

Reporting Options

Foodsetvice offers numerous
reporting options. Fach report

REPORT FORMS

appears on a formal printable form Sk i e S Payroll Deduction Report
for hard copy distributions and is [ ]
dependent on the system —— — —
configuration. ; = =
The reporting options include: : -
Recapitulation of Meal Report W i
*  Meal totals ""'_' hmr_:‘ “"-u:._m: e e ; _-"“- -
*  Previous headcount data ":::___ = -_:' = “: ! _: — _; — _'_
* Meal edits o ) ) R N B W W ) W
*  Foreign diner cash meals! 1_'-' ey I rt : ; : rt :
*  Foreign meal verifications? S —— 1 prp—— I\;Ieal Verification Report
*  Transactions S - m
*  Payroll deductions ":Ij i || 1-. _-._- E :-; e .
*  Monthly Mess Bill el & EE : = EE
*  Individual Mess Bill o = =S
* Meal totals = IFE cE
*  (Cash meals iiEs e o | I iy s '..':_:'.E
% Credit meals’ _-:. ;. <= waanmi-sManager Meal Modification Report '__E
*  Duplicate headcounts E
*  Manager modifications -'_‘ mae -:“ - & o ” w =
© Overrides SEEIZ IIEEiE
© Reae SESiiiiiid:
*  RIK/SIKs Meal Crledit I;eport e ) I _I_ I = o
*  Meal voids == - i - '“ e
*  Historical item tracking . -. -
Reports can be sorted by <R | B
specific search critetia, including: = |
1. Diner Name or SSN o _ e
2. Country, Station, or Meal 3 .
3. Credits or Payroll
Deductions
4.  Meal modifications
5. And more....

1,2,3 — Supports Credit Interface Only.




PROTOTYPES/DEMOS

Smart Card — PKI Web
Authenticated Access

An enhancement to FoodService is
the FoodService Web Interface.
This interface provides a remote
access to the FoodService
application services such as
accounting, messaging, reports, and
auditing.

Access to each functional area is
controlled through the use of a
Smart Card based PKI certificate and
server based certificate matrix. The
benefits of this enhancement
include:

*  Access to page menu items is
restricted to the permissions
assigned to the end user.

*  Authenticating a user is
performed by the utilization of
Public Key Infrastructure (PKI).

Josent mumessication__________________HIE]|

/g% Tha'Wiak zia pou mark I e ieuedt idenficaton.
N et cetilbome o s wheen Correcing.

* A PKI certificate can reside on
either the Smart Card or host
computer.

*  Secure access to a Web Site
through the deployment of
technologies such as Smart
Cards, SSL 3.0, and PKI.

Daily
Totals
Monitoring

Web

Reports

FOODSERVICE WEB
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Produces the same reports found in the FoodService BackOffice application.

FOODSERVICE TURNSTILE

Turnstile systems offer automated operator free meal processing. A
diner’s Smart Card would initiate the meal processing, once the
transaction is accepted the turnstile is activated and indicator lights alert
the diner to pass through the turnstile.

The Turnstile System:

*

*

Cutrently for RIK/SIK diners only

Managet restricted enabled/disabled
feature

Selectable com port for turnstile
connection

Manager Smart Card application
lock/unlock (No other type of
transaction processing -Diner w/ out card,
Group, ete. - is available)

Automation of meals

Meals switch from breakfast to lunch,
lunch to dinner, etc. based on the begin/ end
times directed by a Manager. The station
antomatically locks at the ending
mealtinze.




SPECIFICATIONS

BackOffice (Server Application)

Personal
Computer
(Setver)

Optional

Monitor
Smart Card
Reader

SQL Setver

Operating
System

Databases

Card Services

U -

Point-of-Sale
POS)

Pentium 550 MHz or higher (300 minimum)
128 MB RAM (minimum)

6 GB HD

2 MB VRAM

3.5” Disk Drive

Keyboard

Mouse

NIC (10 Base minimum) when system is
networked

Printer
Tape Backup

Universal Power Supply, highly recommended
— backup duration dependent on operational
requirements

17” Monitor @ 800x600 resolution (recommend
1024x768 resolution)

GCR 400 & 410 Optional

Microsoft SQL Server v7.0 w/SP3 or better

Microsoft 98, NT4.0 SP6 & 2000
Internet Explorer 5.5 w/SP1 or greater

Adobe Acrobat Reader version 5.0 (included
on the installation CD)

Microsoft Access, SQL Server 7.0 w/SP3 Num Pad

MAXIMUS Cartographer Smart Card

Reader

Software

Workstation (Client POS)

Celeron 733 MHz or better
128 MB RAM

3 open Serial Ports (COM 4 dedicated to
touch screen device, COM 3 dedicated to LCD
Display-Army only)

Video Port or USB Port

Parallel Port (for use w/optional receipt printer)
Floppy drive connection

Keyboard connection

Windows NT4.0 w/SP5 or higher

Windows 2000 w/SP2 or higher

Three (3) RJ-45 to 9 pin or 25-pin connectors
6.0 GB HD (minimum)

2 MB Video RAM (minimum)

Video standard (800x600 resolution/65,536
colors)

Mintronix MP5000 (recommended or
approved alternate touch-screen device)

Mintronix Accessory: External USB Floppy
Disk Drive — required for non-networked
environments

Universal Power Supply, highly recommended
— backup duration dependent on operational
requirements

Army/Navy/Marine Options:
Epson Receipt Printer (Model TM-U200B111)

Cash Drawer for Epson RP (Model 225-
200T04-89)

Bar Code Scanner (Symbol PDF620) or HHP
44K2-S

Mintronix LCD Customer Pole Display

Cherry External NumPad, Model G80-
3700HQAUS (W/PS-2 connector required for
PIN input)

Gemplus GemPC 433 SL

Microsoft Data Engine (MSDE) v1.0 w/SP3 +
Intemet Explorer 5.5 w/SP1 (Army Only)





